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Affected Software & version

CVE.org
» Software : MySQL Cluster(cve.org)
« Unaffected Version
o unaffected at 10.6.25
unaffected at 10.11.16

o

o

unaffected at 11.4.10
unaffected at 11.8.6

o
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Security Vulnerabilities (CVE) Fixed in MariaDB
Community Server

Full list of CVE fixed in all versions and series of MariaDB Community Server.

Table of Fixed Security Vulnerabilities

CVE ID (with cve.org link) CVSS base score Community Server Releases

I CVE-2026-3494 2 5.3 11.8.6 I

F|2F™ M™H (Vulnerability description)

o MariaDB Server 11.8.5 H¥ 7IX|, server_audit E2{1210| &3} =|0f QIOMH, server_audit_eventsZ} quUERY DCL, QUERY DDL,
uery ov 2 EHEY £[=E HEE0 QIoH

o |O|E{H|0| AQ| ABE ALBXIZE FAO| E2 (ofz sto=(-) == sial(#) )
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o SQL 2%E = ESIH siY EF2 7|IEE[X| =0t

(5 grm

Mo

« In MariaDB server version through 11.8.5, when server audit plugin is enabled with server_audit_events variable
configured with QUERY_DCL, QUERY_DDL, or QUERY_DML filtering, if an authenticated database user invokes a SQL
statement prefixed with double-hyphen (—) or hash (#) style comments, the statement is not logged.

PoC Environment (26.04.10 00:54)
e OS:Rocky Linux 8.10

e DBMS : MariaDB 10.3.39 VS MariaDB 11.8.6 VS MariaDB 11.8.5

-
PoC ZAZX
1. server audit PIuginOI AE-le E|01%!(HOF EI'D:L 6-|'||:o|' %E1J?J% %6H 7D}’AI-§1§ 7|Ed°-|'-7'— %O'IOF Q

The server audit plugin must be installed, and audit logging must be enabled through this plugin.

2. server audit events = QUERY DCL, QUERY DML, QUERY ppoL &= TE|Z! E|0{Q!0{o} B
server audit events Must be configured to filter oquery pci, query oML, and query boL .

712 M
Z4 AH

V¥ server audit plugin =4

Find server audit plugin

# MariaDB 10.3.39 & 11.8.6 & 11.8.5

MariaDB [(none)]> show variables like 'plugin dir';
Fommmmeeeeaaas dom e eeeeeeeeaaaaa +

| Variable name | Value |

B B +

| plugin dir | /usr/lib/mysql/plugin/ |
Fommmmeeeeaaas dom e eeeeeeeeaaaaa +

1 row in set (0.001 sec)

MariaDB [ (none)]> exit
Bye

# MariaDB 10.3.39
root@77f802a94157: /var/lib/mysql# ls -al /usr/lib/mysql/plugin | grep server audit.so
-rw-r--r--. 1 root root 68080 May 3 2023 server audit.so

# MariaDB 11.8.6
root@67aec2205de2: /var/lib/mysql# ls -al /usr/lib/mysql/plugin | grep server audit.so
-rw-r--r--. 1 root root 66432 Jan 31 16:12 server audit.so

# MariaDB 11.8.5

root@0bb7eb5918d: /var/lib/mysql# ls -al /usr/lib/mysql/plugin | grep server audit.so
-rw-r--r--. 1 root root 77120 Nov 13 10:19 server audit.so

V¥ server audit plugin é'_-lxl

Install server audit plugin
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# MariaDB 10.3.39 & 11.8.6 &

11.8.5

MariaDB [(none)]> install plugin server audit soname 'server audit.so';

Query OK, 0 rows affected (0.

¥ server_audit 22|01 At 5 O|HIE M X
Use the server audit plugin and configure

# MariaDB 10.3.39 & 11.8.6 &

MariaDB [(none)]> set global

Query OK, 0 rows affected (0.

MariaDB [(none)]> set global
Query OK, 0 rows affected (0

MariaDB [(none)]> set global

021 sec)

events
11.8.5

server audit logging=0N;
001 sec)

server audit events='QUERY DCL,QUERY DDL,QUERY DML' ;

.000 sec)

server_audit output type=FILE;

Query OK, 0 rows affected (0.000 sec)

v 2amY sl

Check Logfile Name
# MariaDB 10.3.39 & 11.8.6 & 11.8.5

MariaDB [(none)]> show variables like 'server audit file path';

e B R +
| Variable name | Value |
R R +
| server audit file path | server audit.log |
e B R +

1 row in set (0.002 sec)

Execute PoC

Version : (10.3.39) vs (11.8.6) vs (11.8.5)

v Query &3 9l 27 =0l (Y4 4% Query ) - Test Case 1
Execute query and check logs (successfully executed query) - Test Case 1

MariaDB [(none)]> select host, user from mysql.user;

R Hommm - +
| host | user |
T to-mm-- +
| % | root |
| localhost | root |
R Fommm - +

2 rows in set (0.001 sec)

# MariaDB 10.3.39

20260412 13:24:28,77f802a94157, root, localhost,53,78,QUERY,mysql, 'select host, user from
sql.user',0
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# MariaDB 11.8.6
20260412 13:24:28,67aec2205de2, root,localhost,10,80,QUERY,mysql, 'select host, user from my
sql.user',0

# MariaDB 11.8.5
20260412 13:24:28,90bb7eb5918d, root, localhost,9,77,QUERY,mysql, 'select host, user from mys
gl.user',0

MariaDB 10.3.39

MariaDB 11.8.6

MariaDB 11.8.5

MariaDB [(none)]> SELECT * FROM user;
ERROR 1046 (3D000): No database selected

MariaDB [(none)]> SELECT * FROM mysqql.user;
ERROR 1146 (42S02): Table 'mysqql.user' doesn't exist

# MariaDB 10.3.39

20260412 13:28:22,77f802a94157,root, localhost,53,79,QUERY,mysql, 'SELECT * FROM user', 1046
20260412 13:34:38,77f802a94157, root, localhost,53,80,QUERY,mysql, 'select * from mysqql.use
r',1146

# MariaDB 11.8.6
20260412 13:34:38,67aec2205de2, root, localhost,10,82,QUERY,mysql, 'select * from mysqql.use
r',1146

# MariaDB 11.8.5
20260412 13:34:38,90bb7eb5918d, root, localhost,9,79,QUERY,mysql, 'select * from mysqql.use
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r',1146
20260412 13:34:56,90bb7eb5918d, root, localhost,9,80,QUERY,mysql, 'SELECT * FROM user',b 1046

MariaDB 10.3.39

Fon tode (30000
B T(rone)

MariaDB 11.8.6

B 0,033 o1’ o Wl e 0.10.30.3 (00 o WlErec e

LoG_1n

, user froa mysql

MariaDB 11.8.5

v Query &3 5! 27 29l (Github Example Query) #1 - Test Case 3
Execute query and check logs (Github Example Query) #1 - Test Case 3

o https://github.com/MariaDB/server/commit/635559a2ad68a5a6d1a354e8209c58323dba0261

v
« C Boas ATy M 3 o=@
@ B EARTIT™er @ sccurity Audit Man.. @ Security Researcher [ 8 27PATIEHE | T e
MDEV-38375 audit plugin implements its own (simple) SQL parser
remove the parser, use thd_sgl_command(thd)
¥ omain - © mariade-12.3.1 ** mariadb-10.6.25 1 parent 2dca3ce commit 63552
Q Filter files... = [D s files changed +205 427 lines changed Q Search within code
~ @ mysgl-test/suite/plugins/r o +

mysql-test/suite/plugins/r/server_audit.result (5 -3
server_audit.result

443,8 +443,6 IME, HOSTNANE, root,, Localhost, ID,10,QUERY, sa_db, ' /! select 23/°,0

thread_pool_server_audit.re... 443 443 TIME,HOSTNAME, root, localhost, ID, ID,QUERY,sa_db, "/ *comment*/ select 2°,@

. plugin/server_audit 444 424 TIME, HOSTHAVE, root, Tocalhost, ID, ID, QUERY, 5a_db, *CREATE USER ul IDENTIFIED BY *&++',p
245 445 TIME, HOSTNAME  root, 1ocalhost , ID, ID, QUERY, 5a_db, "GRANT ALL ON sa_db TO u2 IDENTIFIED BY *+**x',0
server_audit.c
E 246 - TIME,HOSTRANE, root, localnost , D, T0,QUERY, 5a_db, *SET PASSHORD \n# CommentinFOR ul = PASSWORD(**+=%)",0
e sql 247 - TIVE,HOSTHAME, root, localhost, ID, I0,QUERY, sa_db, *SET PASSHORD FOR ulscsecrets’,ID
@ sqlemdh 248 TIME, HOSTNAVE, root, localnost, ID, 10, QUERY,5a_db, "CREATE USER u3 IDENTIFIED BY =*+s=',p
249 a7 TIME, HOSTNAVE, root, Tocalnost, ID, ID, QUERY, 5a_db, "drop user ul, uz, u3',@
sql_command.h ) .
4sa 448 TIME, HOSTNAME, root, localhost, ID, ID,QUERY, sa_db, *insert into t1 values (1), (2)",8
ks

¥ ..-test/suite/plugins/r/thread_pool_server_sudit.result (O &
= 8 -361,8 +361,6
361 TIME, HOSTRANE, root, 1ocalnost, ID, ID, QUERY, sa_db, */*conment/ select 2°,0
362 TIME,HOSTNAME, root, localhost, ID, ID,QUERY,sa_db, 'CREATE USER ul IDENTIFIED BY ***==',@
363 363 TIME,MOSTNAME,root,localnost, D, D,QUERY, sa_db, "GRANT ALL ON sa_db TO u2 IDENTIFIED BY *ss=+',
360 - TIME,HOSTHAUE, root, localnost, I0, I0,QUERY, sa_db, *SET PASSMORD\n# commemt\nFOR ul = PASSHORD(*+++%)",0
365 - TIME,HOSTHAME,root,localhost,ID, ID,QUERY,sa_db, "SET PASSHORD FOR ul=<secret>',ID
366 364 TIME,MOSTNAME,root,localnost,ID, D,QUERY,sa_db, "CREATE USER u3 IDENTIFIED BY *ssss,@
367 365 TIME,HOSTNAME,root,localnost,ID, ID,QUERY,sa_db, "drop user ul, uz, u3',0
368 TIME,HOSTNAME, root, localhost, ID, ID,QUERY,sa_db, 'set global server_audit_events=\'\"',®

MariaDB none) |> SET PASSWORD
-> # I'm trying to test for CVE-2026-3464
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-> FOR 'u01'@'localhost' = password('Test1234!"'
Query OK, 0 rows affected (0.001 sec

# MariaDB 10.3.39
20260412 14:08:05,77f802a94157, root, localhost,56,92,QUERY,mysql, 'SET PASSWORD\n\nfor \'u01l
\'@\'localhost\' = PASSWORD (*****)' @

# MariaDB 11.8.6
# 7|25 o4g
# Not Record

# MariaDB 11.8.5

20260412 14:08:05,90bb7eb5918d, root, localhost, 10,88, QUERY,mysql, 'SET PASSWORD\n\nfor \'u®1l
\ '@\ 'localhost\' = PASSWORD (*****)' @

MariaDB 10.3.39

MariaDB 11.8.6

MariaDB 11.8.5

¥ Query &8 5! 27 210l (Github Example Query) #2 - Test Case 4
Execute query and check logs (Github Example Query) #2 - Test Case 4

MariaDB [ (none)]> SELECT

-> # CVE-2026-3464 Test #2
-> HOST, USER from mysql.user;

| % | root |
| localhost | root |
| localhost | ubl |

3 rows in set (0.001 sec)
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# MariaDB 10.3.39
20260412 13:49:23,77f802a94157, root, localhost,54,85,QUERY,mysql, 'SELECT \n\nHOST, USER fro
m mysql.user',0

# MariaDB 11.8.6
20260412 13:49:23,67aec2205de2, root, localhost,10,86,QUERY,mysql, 'SELECT \n\nHOST, USER fro
m mysql.user',0

# MariaDB 11.8.5
20260412 13:49:23,90bb7eb5918d, root, localhost,9,83,QUERY,mysql, 'SELECT \n\nHOST, USER from
mysql.user',0

MariaDB 10.3.39

MariaDB 11.8.6

MariaDB 11.8.5

% 0|0|X| LY Z3HEl Comment "2026-3464" = QE}
% The comment “2026-3464" included in the image is a typo.

AlsH Za} (Execution result)

o (Test Case 1) MAMMOZ Ml 2|0 CHH A= server_audit £ Esff 237} = 2O 2 TTHE

o
(Test Case 1) Queries executed normally are confirmed to be logged through server audit .

© SELECT HOST, USER FROM mysql.user;

o (Test Case 2) ofl2f &Mg R=3t # 2|0 Choll MariaDB 11.8.6 UM 1046 error 74 7|1BEIX| RS
(Test Case 2) For queries that intentionally trigger errors, Error 1046 is not recorded in MariaDB 11.8.6.

©  SELECT HOST, USER FROM user;

o MariaDB 10.3.39 , MariaDB 11.8.5 0l A& 7|120| E|0{X|= 22 &2l
It is confirmed that this error is recorded in MariaDB 10.3.39 and MariaDB 11.8.5,

o MariaDB 11.8.6 OflA{= 7| 20| E|X| gt= 22 gfol|
but not recorded in MariaDB 11.8.6.
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o (Test Case 3) CVE ¥ GithubOllA 3713t 0| F 60| E(—) Z2 shAl(#) E ZelshA SET 122 A3
(Test Case 3) When executing ser statements containing double hyphens ( -- ) or hash ( #) as disclosed in the CVE
and GitHub,

o MariaDB 11.8.6 OllM= 27t 7|=2E|X| 43
logs are not recorded in MariaDB 11.8.6,

o MariaDB 11.8.5 / MariaDB 10.3.39 OflA|= 217} 7| &
while they are recorded in MariaDB 11.8.5 and MariaDB 10.3.39.

MariaDB [(none)]> SET PASSWORD

-> # I'm trying to test for CVE-2026-3464

-> for 'u0l1'@'localhost' = PASSWORD('Test1234!');
Query OK, 0 rows affected (0.000 sec)

« (Test Case 4) CVE %! GithubOll M S7Hgt 0|F S10|E(—) Z2 sliAl(#) & Z&tA SELECT 72 &%
(Test Case 4) When executing seLecT statements containing double hyphens ( -- ) or hash ( #
and GitHub,

o MariaDB 10.3.39, MariaDB 11.8.6, MariaDB 11.8.50 2% 21 2
logs are recorded in all tested versions: MariaDB 10.3.39, MariaDB 11.8.6, and MariaDB 11.8.5.

) as disclosed in the CVE

MariaDB [(none)]> SELECT
-> # CVE-2026-3464 Test #2
-> HOST, USER from mysql.user;

Z2(Conclusion)

o CVEOIM Z715t LHE0] 2|5, MariaDB 11.8.5 HE K|
According to the details disclosed in the CVE, up to MariaDB version 11.8.5,
o server_audit 22{0212 AFESIHA
when using the server audit plugin,
o server_audit_events 7t query pcL, query ppL, query om. = AEE|0 QICHH
and with server audit events configured as ouery pcl, Query ppL, @and QUERY DML,
= 0|Z 5l0|Z0|Lt SHA|E ETt comments AL A| 217t 7| EE|X| @42 5= UCh= LHEO| HX| 43
it is stated that logs may not be recorded when comments using double hyphens ( -- ) or hash ( #) are used —
however, this is not entirely accurate.

Description

In MariaDB server version through 11.8.5, when server audit plugin is enabled with
server_audit_events variable configured with QUERY_DCL, QUERY_DDL, or QUERY_DML
filtering, if an authenticated database user invokes a SQL statement prefixed with double-
hyphen (—) or hash (#) style comments, the statement is not logged.

e MariaDB 10.3.39
o O] X2 CVE # 2 370 o|Xofl Et TiX|7} X|0| E|A7| W= 0ofl BIAE 32 0|0,
This version was tested because it had already received security patches prior to the CVE disclosure date,

= AKX E|AEO s R 20D QS
and in all four test cases, logs were successfully recorded.
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MariaDB 11.8.5

o CVE.org Ol S7H%t Q1 11.8.50] CHall E|AE Zat,
However, testing results on version 11.8.5, as disclosed on CVE.org, show that:

s 47X E|AEO i3 25 27t D Q2
and in all four test cases, logs were successfully recorded.

MariaDB 11.8.6
o Mariadb.org Ol A ZX|=|ACtD =M El HTO|H,
this is the version noted as patched on MariaDB.org, but

= Test Case 20|l LHsi Al 1046 Error7t 7| S&|X| 22
in Test Case 2, Error 1046 is not recorded,

= Test Case 30| CHllA] 0| F510|E, SHAIS &t ser R0l CHoll 27t 7| =X &3
in Test Case 3, logs are not recorded for ser statements containing double hyphens or hash comments,

= Test Case 40i Ll A 0| F5}0| =, SHAE &St sececr 200 Ll 271 7|28
and in Test Case 4, logs are recorded for seLect statements containing double hyphens or hash comments.

MariaDB Ofl A Z=X|=|ACtD Bt 11.8.6 HHEOf| CHs L& 27} 7| EE|X| 9t Y2,
In MariaDB 11.8.6, which is stated as fixed, some logs are not being recorded,
o 23|2{ 11.8.5 S XEct HOtX|@lo| ZRE HEOA 7|50| =|IYS
whereas in older versions—including 11.8.5 and even end-of-life versions—those logs are properly recorded.

H7tEHAES 2RUE & ASLICH
I may have conducted the tests incorrectly.
Qo DRCHH M EMMS RA[T| HEEHLICE

le]
If so, | would appreciate your feedback.
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